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S6:56© /UBND-VHTT Vin Giang, ngayT3 thang 7 nam 2021
V/v canh bdo 04 16 héng trong BIOS cuia
may tinh, thiét bi DELL y::l 16 hong bao
mat mdi trong phan mém WinRAR

Kinh gtri:
- Céac co quan, don vi;
- Uy ban nhan dan cac xa, thi tran.

Cin cir Coéng vin s6 670/STTTT-BCVTCNTT ngay 02/7/2021 cia So
Théng tin va Truyén théng tinh vé viéc canh bao 04 156 hong trong BIOS cua
méay tinh, thiét bi DELL; Coéng van s6 695/STTTT-BCVTCNTT ngay
08/7/2021 vé viéc 16 hong bao mat méi trong WinRAR.

Uy ban nhéan dan huyén yéu cau cac co quan, don vi; UBND cac x4, thi tran
trién khai mgt so ndi dung sau:

1. Kiém tra, ra soat mdy tinh, thiét bi ctia hang DELL tai don vi dang str
dung c6 kha niang bj anh hudng bdi cac 16 hong bao mat maoi (CVE-2021-
21571, CVE-2021-21572, CVE-2021-21573, CVE-2021-21574) c6 trong tinh
ning BIOSConnect va HTTPS Boot (tinh ning, cong cu c6 sin trén hau hét cac
may tinh, thiét bj ctia hang Dell dé hd trg viéc cap nhat firmware va khoi phuc
hé diéu hanh tir xa) trén BIOS ctia cac may tinh, thiét bi hang Dell. 04 16 hong
nay cé thé két ndi véi nhau trong cac chién dich tin cong c6 chu dich dé tan
cong, kiém soat may tinh, thiét bi cia ngudi dung, tir d6 tan cong sau vao cac
hé thong thong tin quan trong khac.

Cép nhat ban va tuong Ung theo phat hanh cua hang, trong truong hop
chua c6 ban va can c6 phuong 4n dé ngin chin viéc khai thac 16 hong, dong
thoi theo doi thudmg xuyén thong tin vé 16 hdng dé cap nhét ngay khi ¢6 ban va
(Theo hudmg dan tai Cong vin sé 806/CATT-NCSC ciia Cuc An toan théng tin
gui kem).

2. Thuc hién kiém tra, ra soat mdy tinh dang st dung phan mém
WinRAR c6 kha ning bi anh hudng béi 16 héng CVE-2021-35052 (Khai thac
thanh c6ng 16 hong nay, ddi tuong tin cong cb thé thuc hién tan cong vao hang
loat cac may tinh ngudi ding dang sir dung WinRAR, tir d6 c6 thé dan dén cac
chién dich tdn cong c6 chu dich trén dién rong) dé c6 phuong an xir 1y, khic
phuc 15 héng. Céap nhat 1én phién ban mai nhét (hién tai la 6.02) theo phat hanh
cta hang (Theo hudng din theo Cong van sé 861/CATTT-NCSC ciia Cuc An
toan thong tin gii kem).
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3. Tang cuong giam sat va san sang phuong an xir ly khi phat hién c6
dau hiéu bi khai thac, tan cong mang.

Trong truong hop can hd tro, dé nghi lién hé dau méi hd tro cua Bo
Théng tin va Truyén théng: Trung tim Giam sét an toan khong gian mang qudc
gia (NCSC), Cuc An toan thong tin, SPT: 024.3209.1616, thu dién tu:
ais@mic.gov.vn hodc lién hé Doi ung ciru sy cb thong tin mang tinh Hung
Yeén, SDT: 02213.867.093, thu dién tur: cntt.stttt@hungyen.gov.vn.

Yéu cau cac co quan, don vi; UBND cac xa, thi tran t6 chirc trién khai
thuc hién./.
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