
UBND HUYEN VAN GIANG cgNG HoA xA ugr cnu NcHia vrET NAM
DQc l{p - Ty do - Hgnh phricPHONG GIAO DUC & DAO TAO

se,:4t /GD&DT-CNTT
V/v ting cudng c6ng t6c bAo dim an toan

th6ng tin mang trong thdi gian Ttlt Nguy0n
dan Quf Mdo2023

Vdn Giang, ngdy I I thdng 0l ndm 2023

Kinh gui:

- C6c truong MAm non, Ti6u hgc, Trung hoc co sd trong huyQn;

- Trudng Tiiiu hgc vd THCS PhUng C6ng.

Thgc hign Cong vin si5 sSlSCoot-VP ngdy 0910112023 56 Gi6o duc vd

Ddo tpo Htmg Y€n v6 vigc tdng cuong c6ng t6c dim b6o an todn th6ng tin mpng

trong thdi gian T6t Nguy€n drin Quf Mdo 2023;

Nhim phdng, ch6ng nguy co mat a., toirn th6ng tin mang x6Ly ra trong thdi

gian Ttit Nguydn d6n Quf Mdo 2023 vir ting cudng b6o tlim an toirn th6ng tin

m4ng, kh6ng aC Ui OEng, b6t ngd vdi mgi tinh hu6ng trong nem 2023, Phdng

Gi6o dpc vd Edo tgo y6u ciu c6c nhi truong thgc hign mQt sti ngi dung sau:

l. Ting cudng tri6n khai ho4t tlQng b6o tl6m an tohn th6ng tin mgng

Oiii voi c6c hQ th6ng th6ng tin quan trgng, nh4y cim, trgng tim lh:

- PhAn c6ng lgc lugng t4i ch5 tri6n khai tryc girim s6t, h6 trg, irng cuu vd

kh6c phyc rg c6 un toirn th6ng tin mqng24/7.

- Y€u cAu c6c don vi chuy6n tr6ch, don vi cung c6p dlch vq an todn, an
,l

ninh m4ng (n6u c6) ctng c6 vd uu ti6n ngu6n luc, nh6n luc cho nhiQm vp gi6m

set ver bao vQ c6c hQ th5ng th6ng tin, co sd dt liQu cta nghnh.

- Cht dQng rd so6t, xu l;i, triiSn khai c6c gi6i ph6p nhim khic phuc triQt d6

c6c 16 h6ng an todn th6ng tin mang, d[c biQt ld cric 16 h6ng dd dugc BQ Th6ng

tin vd Truydn th6ng c6nh b6o (nhu 16 hOng b6o m4t trong FortiOS vd FortiProxy
tai vdn bin sO tS+ZICATTT-NCSC ngity 1011012022,16 h6ng b6o m{t zero-day

Microsoft Exchange tqi v6n b6n s6 1484iCATTT-NCSC ngdy 301912022, 16
.,1
h6ng bio mdr trong c6c sdn phAm Microsoft tai van bin 2}351CATTT-NCSC

ngity 1411212022,...) vd chu dQng thpc hiQn sin ltng m6i nguy hai ti€m An trong
ne thong.



- Khi phrit hicn dAu hiqu cua c6c cu6c t6n c6ng m4ng, klp thdi th6ng b6o

ve SO ttrOng tin vir TruyAn th6ng, CUc An todn thdng tin (BQ Th6ng tin vd
Truy6n th6ng) d,a c6 biQn phrip xir lf kip thoi, gi6m thi€u thi€t hai.

2. Khi tri6n khai c6c nQi dung tr6n, trong trulng hgp cAn thi6t d6 h6

trg, tld nghi tlan vi, trudng hgc cri th6 li6n hQ:

- Sd Th6ng tin vd Truydn th6ng: tl6ng chi D{ng XuAn Duong, diQn thogi:

09882 83 898 ; Thu diQn tir: cntt.stttt@hungyen.gov.vn;

- Trung tam LIng ciru khdn c6p kh6ng gian mang Vigt Nam -Cgc An todn

th6ng tin; diQn tho4i 024.3640.44211086.9100.3 1 7; thu di€n tri: ir@vncert.vn;

- Trung tAm Girlm sdt an todn kh6ng gian m4ng qu5c gia (NCSC) - CUc

An toan th6ng tin; dign thoqi: 02432091616; thu diQn tir: ais@mic.gov.vn.

Dd nghi cric nhir trudng tri6n khai thpc hiQn t5t./.

KT.TRU'ONG PHONGNoi nhfn:
- Nhu trCn;

- Ldnh t14o Phdng GD&DT;
- C6ng TTDT Phdng GD&ET;
- Luu: VT, CNTT.
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