UBND HUYEN VAN GIANG CONG HOA XA HOI CHU NGHIA VIET NAM
PHONG GIAO DUC & PAO TAO Doc lap - Ty do - Hanh phic

S6: 14 /GD&DPT-CNTT Van Giang, ngay 11 thang 01 nam 2023
V/v ting cudng cong tac bao dam an toan
théng tin mang trong thoi gian Tét Nguyén
dan Quy Mao 2023

Kinh gui:
- Cac truong Mam non, Tiéu hoc, Trung hoc co s¢ trong huyén;

- Trudng Tiéu hoc va THCS Phung Cong.

Thuc hién Cong van s6 55/SGDPT-VP ngay 09/01/2023 S& Gido duc va
Dao tao Hung Yén vé viéc ting cudong cong tac dam bao an toan thong tin mang
trong thoi gian Tét Nguyén dan Quy Mo 2023;

Nhim phong, chéng nguy co mét an toan thong tin mang xay ra trong thoi
gian Tét Nguyén dan Quy Mao 2023 va ting cudng bao dam an toan thong tin
mang, khong dé bi dong, bat ngd vdi moi tinh hudng trong nam 2023, Phong
Giao duc va Pao tao yéu cAu cac nha truong thue hién mot sb ndi dung sau:

1. Ting cwong trién khai hoat dong bio dim an toan théng tin mang
ddi v6i cac hé thong thong tin quan trong, nhay ciam, trong tim la:

- Phén céng luc lugng tai chd trién khai truc giam sat, hd trg, ing ciru va
khéc phuc sur ¢6 an toan thong tin mang 24/7.

- Yéu cau cac don vi chuyén trach, don vi cung cap dich vu an toan, an
ninh mang (néu c6) cung ¢ va uu tién ngudn luc, nhan luc cho nhiém vu gidm
sat va bao vé cac hé thong thong tin, co so dir liéu cua nganh.

- Chu dong ra soét, xir 1y, trién khai cac giai phap nham khéc phuc triét dé
cac 16 hong an toan thong tin mang, dic biét 1a cac 16 hong da duoc Bo Thong
tin va Truyén thong canh bao (nhu 16 hong bao mat trong FortiOS va FortiProxy
tai vin ban sb 1547/CATTT-NCSC ngay 10/10/2022, 16 héng bao mét zero-day
Microsoft Exchange tai vin ban s6 1484/CATTT-NCSC ngay 30/9/2022, 15
hong bao mét trong cac san pham Microsoft tai van ban 2035/CATTT-NCSC
ngdy 14/12/2022,...) va chu dong thuc hién sin ling mdi nguy hai tiém 4n trong
hé thong.



- Khi phat hién dau hiéu cta céc cudc tan cong mang, kip thoi thong bao
vé S& Thong tin va Truyén thong, Cuc An toan théng tin (Bo Théng tin va
Truyén thong) dé c6 bién phéap xir Iy kip thoi, giam thiéu thiét hai.

2. Khi trién khai cic ndi dung trén, trong trudong hop can thiét dé hd
trg, dé nghi don vi, treong hoc ¢6 thé lién hé:

- S¢ Théng tin va Truyén théng: dong chi Pang Xuén Duong, dién thoai:
0988283898; Thu dién tu: cntt.stttt@hungyen.gov.vn;

- Trung tdm Ung ctru khan cép khong gian mang Viét Nam -Cuc An toan
thong tin; dién thoai 024.3640.4421/086.9100.317; thu dién tr: ir@vncert.vn;

- Trung tdm Giam sét an toan khong gian mang qudc gia (NCSC) — Cuc
An toan thong tin; dién thoai: 02432091616; thu dién tir: ais@mic.gov.vn.

pé nghi cac nha truong trién khai thuc hién tot./.

Noi nhdn:

- Nhur trén;

- Lanh dao Phong GD&DT;

- Céng TTDT Phong GD&DT;
- Luu: VT, CNTT.
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